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ABSTRACT: With the increasing use of internet and major development in technology, transmission of digital
media is being affected by a large number of illegal interventions. As a valuable solution to this, watermarking
provides a secure way for channelizing the digital media (image, audio or video). Digital Watermarking is a
method of embedding data (watermark) into a host image without degrading its original quality. This paper
presents Digital Image Watermarking in Spatial Domain by finding the Mean and Variance of host image and
using the well-known method of Least Significant Bit (LSB) to embed the watermark in a secure position. The
experimental results analyze the strength of proposed watermarking algorithm against attacks like Salt and
Pepper noise and Gaussian noise.
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l. INTRODUCTION
For an impregnable communication, there are mainly three methods available, namely, cryptography,
steganography and watermarking. The first one, that is, Cryptography transforms the data in a particular form
such that the data becomes unreadable to adversaries, only the authorized parties can access it. The next one,
Steganography is the science of concealing information using a carrier signal. On the other hand, Digital
Watermarking is a method of embedding data into a multimedia object in such a way that an eavesdropper
cannot remove or replace it. Digital watermarks are used to authenticate the identity of its owners. It finds use in
medical and military based applications and also used for copyright protection, secret communication and
broadcast monitoring. The embedded data i.e. watermark, can be a plain text, an image, audio or a video file.
Digital Watermarking is an effective approach of embedding secret data into a host multimedia file without
bringing noticeable artifacts [1]-[3].
A variety of embedding techniques in spatial as well as frequency domain, are used in various applications such
as authentication [4], [5], broadcast monitoring, fingerprinting, content-protection, and copy prevention and
secret communication.
Celik et al. [6] proposed a watermarking technique in which original cover signal is recovered upon extraction
of embedded information. The method used for data-embedding is Least Significant Bit (LSB) modification,
and the original signal is recovered by compressing those parts which are vulnerable to embedding distortion.
Nasir et al. [7] proposed a technique for inserting the binary image watermark with watermark security. A secret
key and Gray code generate sequence numbers through which binary watermark image is permutated, and then
embedded four times in distinct positions by a secret key. For the extraction of watermark, the intensities of a
block of 8*8 of the watermarked and the original images are compared and then the probability of detecting '0'
or '1'is calculated.
Schyndel et al. [9] used an m-sequence generator for producing a watermark. The watermarked image was
generated by embedding the watermark to the LSB of the original image in spatial domain. The least significant
bits of a suspected image are used to extract the watermark. Bhattacharya et al. [10] proposed a new approach
which uses both fragile and robust digital watermarking techniques. The amount of deterioration caused by the
transmitted images is determined by the embedded fragile watermark. Delaigle et al. [11] proposed a unique
watermarking scheme based on the Human Visual System. Binary m-sequences were produced and then
modulated on a random carrier. This image served as the watermark, and then the masked watermark is added to
the original image to obtain the watermarked image. Craver et al. [12] noted that a number of watermarking
techniques were prone to forgery attacks by adversaries or third party. It is shown that certain methods used for
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watermarking can be attacked by creating a fake original image. A solution to counterfeit attacks is provided by
making the watermark dependent on the original image.

Watermarking is widely used in military and medical applications and also for content authentication [13],
copyright protection [15], broadcast monitoring, secure communication and owner identification.

1. BASIC PROCESS OF WATERMARKING
The basic process of Digital Image Watermarking involves three major operations: Embedding, Transmission
and Extraction. The embedding phase consists of inserting the watermark into the host signal. An optional
encryption mechanism with security key [14] may also be used to add more security to the entire system. At the
time of transmission, the adversaries can attack the watermarked image. Therefore, to recover the hidden
information from the watermarked image becomes a challenge for the watermark extractor. Fig.1 depicts the
basic process of watermarking.

Host image Watermark Transmission Watermark
g i Embedding d d Extraction
i 7y
Watermark Attacks
Fig.1 Basic process of watermarking
I1. CATEGORIES OF DIGITAL IMAGE WATERMARKING

The digital watermarking techniques can be classified according to the perceptibility of the watermark,
capability of the watermark to resist attacks, method of extraction of watermark, the domain of embedded
watermark, or according to the capacity of retrieving the host image.

In the case of images, watermarking techniques are commonly differentiated based on two working domains:
Spatial domain [18] and Frequency domain. Based on the ability to resist attacks, there are two types of
watermark: Robust and Fragile watermark. Meanwhile, based on human perception, digital watermarks are
divided into two categories: Visible [19] and Invisible watermark. From application point of view, digital
watermarks can be Source and Destination based. Source based is where a unique watermark identifying the
owner is introduced to all the copies of a particular content being distributed [20]. Destination based is where
each distributed copy gets a unique watermark identifying the particular owner.

IV. THE PROPOSED SCHEME
The proposed scheme embeds watermark in spatial domain. Least Significant Bit (LSB) method is the most
common and well known technique of watermarking in the spatial domain. This method uses LSB for
embedding and extraction of watermark. The flowchart for the proposed scheme has been shown in Fig.2. The
method comprises of following steps:-

Step-1: Insertion of watermark into host image

1) Input the host image of size [MxM] and divide it into ‘m’ equal size blocks.

2) Now, the mean and variance of each block is calculated. The ‘mean’ value is used to find the contribution of
individual pixel intensity for the entire image and ‘variance’ is used to find how each pixel varies from the
neighboring pixel.

3) Input the watermark of size [NxN] and divide it into ‘n’ equal size blocks.

4) To get the position for watermark embedding, [%X%] blocks of host image are chosen which have lowest
variances among all so that the watermark can be inserted smoothly at those positions.
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5) After this stage, the blocks of watermark are embedded into those positions of host image which were chosen
due to lowest variances. This is done by setting the LSB of host image to MSB of watermark using BITSET
command.

6) So, now a watermarked image is obtained as output image.

Step-11: Extraction of Watermark

1) In the Extraction phase, the watermark is retrieved by using LSB of watermarked image.

2) By using the MATLAB command BITGET, the watermark is recovered and those blocks can be identified
where the watermark was embedded.

3) These blocks of watermark are merged into a single image after extraction.
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Fig.2 Flowchart for the Proposed Scheme
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V. EXPERIMENTAL RESULTS
The algorithms of proposed scheme for the embedding and extraction of watermark are implemented using

MATLAB 7.5.

A. Test Images

The images used for watermarking process have dimensions:

Size of Host image-512x512

Size of Watermark- 256x256

TIFF images of Cameraman, Lena, Man Tiffany, Woman and Living room are used as host images.
Grayscale TIFF image of Mandrill and Peppers are used as watermark.

Fig.3 shows the test images which are used in the proposed digital image watermarking scheme.

Fig.3 Test images [512x512]
(a) Cameraman (b) Lena (c) Man (d) Tiffany () Woman (f) Mandrill

B. Performance Evaluation
To evaluate the performance of the proposed scheme, six test images are taken and their Mean Square Error

(MSE) and Peak Signal to Noise Ratio (PSNR) values are calculated.
TN 2
M*N = 1
Where, i=no. of rows, j=no. of columns, R (i,j) is the host image and R’(i,j) is the watermark

MSE=

maxR2
MSE

where, maxR is the maximum pixel value of the original image.

Fig. 4 shows the test image of Man [512x512] and the watermark image of Mandrill [256x256] which are
chosen to show the results of the Proposed Scheme and same process is performed on all the cover images.
Results of PSNR and MSE are shown in the Table I.

PSNR(dB) =10log,,

(h)

Fig.4 Results of The Proposed Scheme
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(a) Host image, Man [512x512] (b) Cover image fragmented into blocks

(c) Watermark, Mandrill [256x256] (d) Watermark divided into blocks

(e) Blocks used for hiding watermark () Watermarked image into blocks

(g) Watermarked Image (h) Detected watermark in the watermarked image
(i) Recovered Watermark shown into blocks (j) Extracted watermark

Table | shows the MSE and PSNR values of original and watermarked images.

Table I. Performance analysis for the proposed scheme

Test image MSE PSNR
Cameraman 0.12 57.21
Lena 0.12 57.22
Man 0.13 57.23
Tiffany 0.12 57.20
Woman 0.12 57.26
Living room 0.13 57.17

C. Noise Attacks on Watermarked Image

In this paper, firstly, a host image is taken and then Salt and Pepper noise at a gain factor of 0.05 is added and a
noisy image is obtained. Same process is applied for the Gaussian noise at a gain factor of 0.07.
Table 11 shows the PSNR (dB) for Salt and Pepper Noise attack at a gain factor of 0.05 and for Gaussian Noise
attack at a gain factor of 0.07 between the original image and noisy watermarked image.

Table 11 Performance Analysis for Noise Attacks

Test image PSNR analysis for Salt and PSNR analysis for
Pepper noise attack at a Gaussian noise attack at
gain factor of 0.05 a gain factor of 0.07

Cameraman 4493 40.07
Lena 44.20 37.59
Man 41.87 35.07
Tiffany 40.37 34.69
Woman 46.11 41.74
Living room 40.67 33.41

Now, the results of the proposed scheme for color test image of Lena [512x512] and the grayscale watermark
image of Peppers [256x256] are shown in Fig.5 and same process is performed on all the cover images.

The PSNR and MSE values for the Proposed Scheme is calculated and shown in Table 11l. PSNR values after
addition of Salt and Pepper noise and Gaussian noise are shown in Table 1V.
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Fig.5 Results of the Proposed Scheme

() Host image, Lena [512x512] (b) Cover image fragmented into blocks
(c) Watermark, Peppers [256%256] (d) Watermark divided into blocks
(e) Blocks used for hiding watermark (f) Watermarked image into blocks
(g) Watermarked image (h) Detected watermark in the watermarked image
(i) Recovered watermark shown into blocks (j) Extracted watermark

Table 111 shows the MSE and PSNR values of original and watermarked images.

Table I11. Performance Analysis for the Proposed Scheme

Test image MSE PSNR
Cameraman 0.13 57.20
Lena 0.11 57.18
Man 0.13 57.19
Tiffany 0.12 57.19
Woman 0.13 57.17
Living room 0.12 57.23

Table IV shows the PSNR (dB) for Salt and Pepper noise attack at a gain factor of 0.07 and for Gaussian noise
attack at a gain factor of 0.08 between the original image and noisy watermarked image.

Table V. Performance analysis for noise attacks

Test image PSNR analysis for Salt PSNR analysis for
and Pepper noise attack | Gaussian noise attack at
at a gain factor of 0.07 a gain factor of 0.08

Cameraman 42.88 40.05
Lena 42.02 36.21
Man 40.18 35.19
Tiffany 38.88 33.12
Woman 43.50 41.23
Living room 38.78 32.47

VI. CONCLUSION
The proposed method used for Digital Image Watermarking yields the PSNR values in range of 50 to 60 dB.
The maximum MSE between the cover image and the watermarked image is 0.13. It means that the error
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between cover image and watermarked image is very small. There is no visible difference between cover image
and watermarked image from naked eye. It means that the proposed watermarking scheme is imperceptible. The
PSNR values after adding noise are between 32 to 40 dB which shows that the proposed algorithm is robust to
attacks like Salt and Pepper noise and Gaussian noise.
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